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Comprehensive data protection impact assessment (DPIA)

A DPIA must, as a minimum, contain:

1. A thorough description of the planned processing operations and the purposes of the processing including, where applicable, the legitimate reasons for processing the data.
2. An assessment of the necessity and proportionality of the processing operations in relation to the purposes.
3. An assessment of the risks to the rights and freedoms of data subjects.
4. The measures intended to address the risks, including safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with the General Data Protection Regulations (GDPR) with regard to the rights of data subjects and other persons concerned.

“The national data opt-out allows a patient to choose if they do not want their confidential patient information to be used for purposes beyond their individual care and treatment - for research and planning.”

[bookmark: _Hlk86756885]Area and/or function DPIA covers: Click or tap here to enter text.
[bookmark: _Hlk123221905]DPIA completed by: Click or tap here to enter text.
Job title: Click or tap here to enter text.
Department: Click or tap here to enter text.
Date: Click or tap here to enter text.

Data Protection impact assessment screening questions: 

Answering ‘yes’ to any of these questions is an indication that a DPIA is a necessary exercise. You can expand on your answers as the project develops if you need to. You can adapt these questions if necessary for unusual circumstances.

	Questions
	Yes/No

	Will the project involve the collection of new information about individuals? 
	

	Will the project compel individuals to provide information about themselves?
	

	Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
	

	Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?
	

	Does the project involve you using new technology which might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.
	

	Will the project result in you making decisions or taking action against individuals in ways which can have a significant impact on them?
	

	Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be particularly private.
	

	Will the project require you to contact individuals in ways which they may find intrusive?
	



Step 1 – identify why a DPIA is needed

Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA (for example the use of patient identifiable information).

Click or tap here to enter text.

Step 2 – describe the data processing

1. Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of describing data flows. What types of processing identified as likely high risk are involved?

Click or tap here to enter text.

2. Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

Click or tap here to enter text.

3. Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)? Do we have a known legal basis for processing the data?

Click or tap here to enter text.

Suggested legal basis for processing (see “Key notes” on final page):

Click or tap here to enter text.

4. Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing for the organisation?
Click or tap here to enter text.

Step 3 – consultation process

Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it is not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?

Examples:

· Head of information governance
· IT security experts in acute provider
· Any third party processor
· Patients/clients/service users
· General public
· Patient representative groups
· CITS or technical experts

Click or tap here to enter text.

Step 4 – assess necessity and proportionality

How are you minimizing the amount of personal data for the use?

Click or tap here to enter text.

Step 5 – identify and assess risks
As a minimum, please ensure the following areas are covered. The list is not exhaustive.
· Where and how will the data be received and stored? 
· Is the information backed up?
· Who has access and is the level of access controlled at an individual level?
· How is the information distributed?
· Is a contract or data sharing agreement (DSA) needed and if so, is it in place?
· Is a business continuity plan (BCP) needed and if so, is it in place?
· Is information transferred outside of the UK?
·  Is there an agreed data disposal/retention period? How is data disposed of appropriately?

Click or tap here to enter text.


	[bookmark: _Hlk123222922]Describe the source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks, as necessary.
(Please add more rows, if needed)
	Likelihood of Harm
(Remote, possible or probable)
	Severity of Harm
(Minimal, significant or severe)
	Overall Risk
(Low, medium or high)

	1. 

	
	
	

	2. 

	
	
	

	3. 

	
	
	

	4.

	
	
	



Step 6 – identify measures to reduce risk

	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in Step 5.
(Please add more rows, if needed)
	Effect on risk
(Eliminated, reduced or accepted)
	Residual risk
(Low, medium or high)
	Measure approved
(Yes/No)

	1. 

	
	
	

	2. 

	
	
	

	3. 

	
	
	

	4.

	
	
	



[bookmark: _Hlk123628778]Step 7a – sign off and record outcomes 

To be completed by head of department, not the individual completing the form:

Measures approved by (include name and job title): Click or tap here to enter text.
[bookmark: _Hlk123628700]Date: Click or tap to enter a date.
Comments - please ensure actions are integrated back into project plan, with date and responsibility for completion:
Click or tap here to enter text.

Residual risks approved by - name and job title: Click or tap here to enter text.
Date: Click or tap to enter a date.
Comments – if accepting any residual high risk, DPO to consult the ICO before going ahead:
Click or tap here to enter text.

Step 7b – Head of IG/DPO advice  

To advise on/ensure compliance and review dates.
Head of IG/DPO advice provided by: Click or tap here to enter text.
Date: Click or tap to enter a date.
Summary of Head of IG/DPO advice - DPO will advise on compliance, Step 6 measures and whether processing can proceed: 
Click or tap here to enter text.
DPO advice accepted or overruled by - name and job title: Click or tap here to enter text.
Comments/for what reason:
Click or tap here to enter text.

Consultation responses reviewed by - name and job title: Click or tap here to enter text.
Comments - if the decision departs from individuals’ views, explain reasoning:
Click or tap here to enter text.
This DPIA will be kept under review by - name and job title: Click or tap here to enter text.
Expected review date: Click or tap to enter a date.

Step 7c – SIRO to review and acknowledge residual risks and/or mitigation

SIRO provided by: Click or tap here to enter text.
Date: Click or tap to enter a date.
Summary of SIRO - DPO will advise on compliance, Step 6 measures and whether processing can proceed:
Click or tap here to enter text.

Please return completed form to the head of information governance - 

Key notes:

Lawful processing of information must be in accordance with one of the reasons given below. Article 6 (1) of the General Data Protection Regulations refers:

a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.
b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.
c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).
d) Vital interests: the processing is necessary to protect someone’s life.
e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.
f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)
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